
Cyber security is a 
continuous challenge. 

Organizations face resource 
constraints such as, time 
and personnel when it 
comes to cyber security.

$1.07M
Cost difference where 
remote workers were  
a factor in causing  
the breach*

80%
Cost difference where 
security AI and automation 
was fully deployed vs.  
not deployed*

$4.24M
Average cost of a data 
breach, rising from 
$3.86M in 2020.

Navigating the complexity of cyber security
Security concerns continue to be a challenge for enterprises, 
respondeds indicated:

As cyberattacks evolve, network security requires attention to cover all threats for 
comprehensive protection. The ever increasing demand of cyber threats calls for 
renewed focus on IPS from organizations looking to provide a deeper level of security 
and visibility. 

Sungard Availability Services Intrusion Prevention Service (IPS) forms part of our 
managed security portfolio and provides in line blocking of malicious traffic. It provides 
an added layer of security beyond what a standard firewall alone can provide. 

Intrusion Prevention Services benifits

*Cost of a Data Breach Report 2021

AT-A-GLANCESECURE YOUR ENVIRONMENT

Accelerate your security 
posture...
And protect your business from malicious traffic with an 
Intrusion Prevention Service (IPS) from Sungard Availability Services

 ▲ Up to 19gbps throughput

 ▲ IPS (Threat protection) GEO 
blocking

 ▲ 90-day log retention

 ▲ 99.95% hardware availability 
SLA

 ▲ 15-minute time to notify SLA

 ▲ 24x7 SOC - managed by 
Sungard AS security team

 ▲ IPS security event reporting

 ▲ Monitor and report on IPS 
availability

No matter your size, we 
have you covered.

Regardless of the size of 
your business we have 
Cisco Firepower units to 
suit your throughput needs. 

Don't be buried in alerts.

One of the most common 
challenges organizations 
face is being 'buried in 
alerts'. Sungard AS' IPS 
drops and blocks malicious 
traffic in real time, sparing 
you from unnecessary alert 
overload.



Why Sungard AS?
We are outcome obsessed — so you get what you need, WHEN you need it!

We keep your business running all day, every day. We understand IT is a constant 
evolution that requires availability and resilience for complex hybrid environments. 
Our experts work with you to understand your business objectives, and then build 
a personalized plan to deliver the outcomes you need. We enable highly available, 
scalable, resilient and secure hybrid IT solutions to ensure you are always on.

Need help migrating or transforming your  
cloud environment?
Sungard AS can help with that too! We have a myriad of intuitive cloud offerings 
and know how to design a migration path to align your existing workloads to our 
environments ensure you are always on.

WWW.SUNGARDAS.COMSECURE YOUR ENVIRONMENT

Sungard Availability Services is a leading provider of cloud connected infrastructure 
solutions, serving customers from our hardened data centers and workplace facilities.  
For more than 40 years, Sungard AS has delivered resilient, highly available hybrid 
solutions. Sungard AS modernizes customers’ end-to-end IT across connected 
infrastructure, cloud recovery and workplace solutions.

If you are calling from 
North America contact us at:

+1 (866) 714-7209

If you are calling from 
EMEA contact us at:

+44 (0) 808 238 8080
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287
Average number of days  
to identify and contain a 
data breach

$4.62M
average total cost of a 
ransomware breach

Source:Cost of a Data Breach 
Report 2021


